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Cyperisthe Cil risk to arowth

Cyber security risk tied with today’s burning environmental and supply chain issues as the top threat to
organizational growth over the next three years.

O

Building cyber trust
Majority of CEOs believe a

strong cyber strategy is critical

to engender trust with key
stakeholders.

Source: KPMG 2021 CEO Outlook.
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Grasping the supply
chain security challenge

CEOs now see the challenge
of protecting their partner
ecosystem and supply chains
as being just as important as
building their own

organization’s cyber defenses.

©2022 Copyright owned by one or more of the KPMG International entities. KPMG International entities provide no services to clients. All rights reserved.
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Cyber security — a
competitive advantage

CEOs view information
security as a strategic
function and as a potential
source of competitive
advantage.
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Building a cyber
security culture

CEOs say that “building

a cyber security culture” is
just as important as building
technological controls.



cIgntKey cyper Security considerations Tor

Expanding the strategic
security conversation

Change the conversation from cost
and speed to effective security to

help deliver enhanced business
value and user experience.
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Exploiting security
automation

Use smart deployment of
security automation to help
realize business value and gain
a competitive advantage.
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Achieving the x-factor:

Critical talent and skillsets

Transform the posture of CISOs
and their teams from cyber
security enforcers to influencers.
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Protecting the
privacy frontier
Move to a multidisciplinary
approach to privacy risk

management that embeds
privacy and security by design.
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Adapting security for
the cloud

Enhance cloud security through
automation — from deployment
and monitoring to remediation.

&

Securing beyond
the boundaries
Transform supply chain security
approaches — from manual and

time consuming to automated
and collaborative.

©2022 Copyright owned by one or more of the KPMG International entities. KPMG International entities provide no services to clients. All rights reserved.

22+

Placing identity at the
heart of zero trust

Put IAM and zero trust to work
in today’s hyperconnected
workplace.

Reframing the cyber
resilience conversation
Broaden the ability to sustain

operations, recover rapidly and

mitigate the consequences
when a cyberattack occurs.



YE[, COSLOT breaches are inc

Average total cost of a data breach
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Figure 1: Measured in USD millions

° 83% of organizations had data breaches

¢ 60% of them reflected some costs to prices (to customers)
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Average per record cost of a data breach
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Figure 2: Measured in USD

277

days needed to
identify and respond

° 79% of orgs in critical organizations have no Zero Trust policy togbreach

Source: Cost of a Data Breach Report 2022, IBM

KPMG

Document Classification: KPMG Confidential



LGOS

eaches are increasing (|

Average cost of a data breach by country or region

Canada
2022 $5.64
2021 $5.40

France
2022 $4.34
2021 $4.57
United States
2022 $9.44
2021 $9.05
Latin America Brazil
2022 $2.80 2022 $1.38
20218256 2021%1.08

Figure 3: Measured in USD millions

United Kingdom

2022 $5.05
2021 $4.67

Italy
2022 $3.74
2021%3.61

South Africa
2022 $3.36
2021 $3.21

Scandinavia
2022 $2.08
2021 $2.67

Germany
2022 $4.85

2021 %4.89

South Korea
2022 $3.57
2021 $3.68

Turkey
2022 $1.11
2021 $1.91

Middle East
2022 $7.46
2021 $6.93

India

2022 $2.32
2021 %221

ASEAN
2022 $2.87
2021%2.71

Japan
2022 $4.57
2021%4.69

Australia
2022 $2.92
2021 $2.82

Average cost of a data breach by industry

Healthcare
Financial
Pharmaceuticals
Technology
Energy

Services
Industrial
Research
Consumer
Education
Entertainment
Communications
Transportation
Retail

Media
Hospitality

Public sector
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Figure 4: Measured in USD millions
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Source: Cost of a Data Breach Report 2022, IBM
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anamore; Stock Share prices (amost) not impacted by
CYDEr attacks / Dreacnes

Cybersecurity And Digital Privacy

A Cyberattack Doesn’t

Have to Sink Your Stock Do Cyberattacks Affect Stock Prices? It
Price Depends on the Breach

by Keman Hua ﬂg and Stuart Madnick A security researcher explores how data breaches, ransomware attacks, and other types of

cybercrime influence stock prices.

- ¢ Kelly Sheridan
) Senior Editor April 27, 2021
"Stock prices suffer following a breach, but perhaps not as much as one f A
might assume. After 14 market days, or roughly three weeks, share prices n n - n - ﬂ
drop -3.5% on average. In the six months leading up to a breach, average
share price grew +2.6%, compared to -3.0% following a breach."

)

DARKR@ adjng .,r’;;\’.i The Edge DR Tech Sections ) Events &

V)

https.//hbr.orq/2020/08/a-cyberattack-doesnt-have-to-sink-your-
stock-price

Comparitech.com (https.//www.comparitech.com/blog/information-security/data-
breach-share-price-analysis/)
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https://www.comparitech.com/blog/information-security/data-breach-share-price-analysis/
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INUS, amindset change may be a need..

(No) Return on investment Focus on revenue and brand protection
+ Limited or no visibility on realization » Cyber resilience (part of business resilience)
« Difficult to calculate/estimate impact of » Security by design / default (new investments, business

cyber incidents on financials and brand change, cloud migration etc.)

» Expansion to whole organization (top to bottom)

Non-deterrent fines / penalties M G J[ n]u[ Use regulation as a leverage
* Investment vs fines mostly favors no- |ﬂ 88 8 | » Put RISK at the forefront of each conversation

investments g Ba I’D UX * Produce compliance as byproduct
*  No stakeholder trust to the system (by public, *  Workload management (get support from Internal
customers, etc.)

Control, Internal Audit, etc.)

Automation and vendor consolidation

e Utilize more Al/Automation

Complex/distributed protection
technology

* Too many vendors, tools and integrators

» Reduce # of vendors, simplify cybersecurity tech

» Limited # of trusted service providers » Consider sourcing model alternatives - accreditate trusted

» Lack of required level expertise and support service providers

Talent & Workforce

Main focus!!
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NASEL chande Lo protect revenue and brand

 Think from a revenue assurance
perspective (proactive vs reactive)

Impact of key factors on the average total cost of a data breach

Artificial intelligence platform -$300,075 M

DevSecOps approach
Formation of IR team
Extensive use of encryption
Employee training

Extensive tests of the IR plan
Business continuity
Insurance protection
Participation in threat sharing
Identity and access management
Security analytics
Board-level oversight

Red team testing

XDR technologies

Multifactor authentication
Pen and vulnerability testing
CISO appointed

Extensive use of DLP

Crisis management team
Managed security services
Remote workforce

IoT or OT environment impacted
Security skills shortage

Lost or stolen devices
Third-party invelvement
Compliance failures

-$£252,807 I
-$252,088 I
-$247,758 HE—
-$246,889 I
-$243,299 H—
-$240,488
-$237,355 I
-$224,206 E——
-$217,317 D—
-$216,707 I
-$204,375 I
-$190,622 m———
-$186,765 I
-$156,650 mE—
-$144,915 m—
-$136,992 I
-$136,244 m—

-5$60,100 m—

I $152,465
I $201,354
I 206,843

I (227,420
I 247,624
I £ 058,203

-$276,124 ee—  Automation and talent/workforce

management is key

Cyber resilience is current/next
strategic move

Risk awareness and focus must
increase on third-parties, remote
work and system complexity

Cloud migration
Security system complexity

I 284,202
I § 290,655

-$500,000 -$300,000 -$100,000 $100,000 $300,000

Source: Cost of a Data Breach Report 2022, IBM
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