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Bir Dakikada

28,000 Netflix subscribers watching @ ® 2m Twitch views

695,000 Instagram stories shared € USS$ 1,6 mspent online

9,132 LinkedIn connections made @ ) 2m Tinder swipes

60

Seconds

69m WhatsApp messages sent @ @ 197.6 m emails sent

5,000 TikTok downloads @ @ 500 Youtube hours of content uploaded



Cryptojacking

Threats
against data

Supply chain
threat

Email related
threats

Ransomware

Malware

Disinformation
Misinformation

ENISA
THREAT
LANDSCAPE

o Non-malicious
fa——r threats

L o
L

Tehs e

Threats against
availability &

integrity



Cybersecurity has become an increasingly

pressing issue of greater scale

Rising costs

~$2T

Estimated cost of
cyber crime by end
of 2021, up from
~$400B in 2015

$265B

Estimated global
cost of ransomware
damage in 2031, up
from $20B in 2021
as attacks increase
in frequency and
severity, which can
affect operations

Increasing impact Human error

77%

Of cyber attacks are
due to human and
not technological
failures

Protection gaps

84%

Of companies do not
effectively mitigate
third-party cyber
risks

BCG

Quantum future

5-10

Years before
quantum
computing
potentially becomes
commercially
available,
overturning today’s
encryption
standards

Sources: BCG Ensuring Online Security in a Quantum Future (March 2021), Worldometer, CNBC, World Economic Forum, Cybersecurity Ventures, Ponemon Institute, press search, BCG analysis of 50 major data
breaches (2021), BCG analysis.



PRIMARY ACTIVITIES
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Exploitation

Exploitation

Vulnerability
Discovery > Development > Delivery | Attack
Operations: Attack Life-cycle Management

Hacker Target Resistance Benefit

Organization Selection Operation Realization
Human Resource: Hacker Community
Training Recruiting
Marketing and Delivery

: Value Money

Marketplace Reputation Evaluation Laundering

Technology Support

The Cybercriminal Value Chain Model




Siber Yaklasim

Cyber Residual risk
risk
Cyber
resilience Mitigated risk

Cybersecurity




UC Adimli Stratejik Cerceve

* En degerli varliklarinizi belirlemek — Neyi korumayi istiyorsunuz?

* En degerli varliklarinizi korumaya dair stirecleri kontrol edecekleri
belirlemek

 Kontrol edecekleri kontrol edenleri belirlemek



Stratejik Vizyon

The elements of strategic vision for cybersecurity as
a business decision

Business
Drivers
Adaptive Adaptive

Architectures Governance

Digitalized Program Business Business Decision
> Ecosystems Context Making %‘
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Gartner.



Cybersecurity Culture: A Maturity Model

Cybersecurity — Level 4
related process ookl
and policy built-in “Cybersecurity is
to every aspect of everyone's jOb"
organization
Realize Level 3
Cybersecurity risks “Managers will make
during business the busi »
decision making € business secure
Consider Level 2 —_—
Cybersecurity as “IT department will
a criterion for IT k cal
systems and take care it
management
Level 1
“The technology has

security features”




Siber Guvenlik Kaltird Olusturmak

External Influences

Society/National T .
o Matiensl Values, Attitudes and Beliefs
External Rules and Leadership
Regulations
Top Ma'nagement Top M'alfage_ment .
Priority Participation Behaviors
Peer Institutions
Job-Related
. . Behaviors
Managerial Mechanisms Community IT/ Business
— Collaboration
Company-
Related
Culture Communications Behaviors
Leadership Plan
Performance Rewards and Threat Awareness
Evaluation Punishments
bersecuri Organizational




Guvenlik Ust Yoneticisi - CISO

Four Facets of the Effective CISO

Executive
Influencer

Future-Risk
Manager

Stress
Navigator

Effective CISO

The Evolution of the CISO Role

Controls
manager

Manage SecOps

Secure the
perimeter

Manage firewalls

n =129 CISOs

Source: Gartner

Risk decision
owner

Build IT
relationships

Assess
“information” risk

Presumed owner
of risks

Trusted
facilitator

Provide assurance

Facilitate risk
decisions with
business owners

Manage business
stakeholder
relationships

Value creator

Enable business
decisions
(e.g., M&A)

Manage value
generation
activities

Executive leader
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